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South Lakes Citizens Advice
Privacy Policy

At South Lakes Citizens Advice, we collect and use your personal information to
help solve your problems, improve our services and tackle wider issues in
society that affect people's lives.

This privacy policy explains how we use your information and what your rights
are. We handle and store your personal information in line with data protection
law and our confidentiality policy. The following pages tell you more about how
we use your information in more detail.

Our network

Citizens Advice is a membership organisation made up of the national Citizens
Advice charity and many local offices across England and Wales, including South
Lakes Citizens Advice. South Lakes Citizens Advice is an independent charity and
a member of the national Citizens Advice charity.

All members of the Citizens Advice network are responsible for keeping your
personal information safe and making sure data protection law is followed.

Members of the network also run some jointly designed services and use some
of the same systems to process your personal data. In these instances we are
joint data controllers for these activities.

Jointly controlled data

All offices in the Citizens Advice network use some joint systems to carry out our
activities. These include joint case management systems, telephony platforms
and more.

Staff from a different local Citizens Advice can only access your personal
information in a joint system if they have a good reason. For example when:

e you go to a different office to seek advice
e more than one office is working together in partnership

e they need to investigate a complaint or incident
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We have rules and controls in place to stop people
accessing or using your information when they shouldn't.

Tell an adviser if you're worried about your details being on a national system.
We'll work with you to take extra steps to protect your information - for example
by recording your problem without using your name.

National Citizens Advice has a privacy notice available on their website that
covers general advice and nationally managed systems, including our case
management systems. This policy covers the processing we carry out in our

office.

How we use your data for advice
This section covers how we use your data to provide you with advice.

For general advice and nationally funded advice programmes please see the
national Citizens Advice privacy notice.

How we collect your information

Our office collects personal data through various channels, including telephone
calls, voicemails, emails, the Contact Submission Form on our website, and
letters. Additionally, we may collect data from third parties, provided we have
your permission to do so.

What information we collect

e Personal details, including name, contact details, and case-related
information.

e Any information required to support your case, including special category
data where necessary.

What we use your information for
We use the information to provide specific advice, resolve your issues, and
communicate with third parties in writing to address disputes and complaints.


https://www.citizensadvice.org.uk/wales/about-us/information/citizens-advice-privacy-policy/
https://www.citizensadvice.org.uk/wales/about-us/information/citizens-advice-privacy-policy/
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Our confidentiality policy
At Citizens Advice we have a confidentiality policy which states that anything you
tell us as part of advice will not be shared outside of the Citizens Advice network
unless you provide your permission for us to do so.

There are some exceptions to this such as needing to share:

e to prevent an immediate risk of harm to an individual

e In select circumstances if it is in the best interests of the client

e where we are compelled to do so by law (e.g. a court order or meeting
statutory disclosures)

e where there is an overriding public interest such as to prevent harm
against someone or to investigate a crime

e to defend against a complaint or legal claim

e to protect our name and reputation for example to provide our side of a
story reported in the press

Who we share your information with

We may share data with partner organisations, funders, or third-party service
providers when necessary to fulfill our services, resolve issues, or comply with
legal obligations. We ensure that all parties adhere to data protection standards.

Our lawful basis for using your information

Purpose Legal Basis

Advice, information, and guidance Legitimate interests (Article 6(1)(f)),

provision Public task (Article 6(1)(e))

EDI monitoring Legitimate interests (Article 6(1)(f)),
Substantial public interest (Article
9(2)(g))

Accessibility and reasonable Legal obligation (Article 6(1)(c)),

adjustments Substantial public interest (Article
9(2)(g))

Statistical purposes and research Legitimate interests (Article 6(1)(f)),
Archiving, research, and statistics
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(Article 9(2)(j))
Direct marketing of Citizens Advice Legitimate interests (Article 6(1)(f)),
services Consent (Article 6(1)(a))
Publication of client stories Consent (Article 6(1)(a)), Explicit

Consent (Article 9(2)(a))

Maintaining quality and standards Legitimate interests (Article 6(1)(f)),
Establishment, exercise, or defence of
legal claims (Article 9(2)(f))

Complaints Legitimate interests (Article 6(1)(f)),
Establishment, exercise, or defence of
legal claims (Article 9(2)(f))

Legal claims Legitimate interests (Article 6(1)(f)),
Establishment, exercise, or defence of
legal claims (Article 9(2)(f))

Individual rights requests Legal obligation (Article 6(1)(c)),
Statutory and governmental purposes
(Article 9(2)(g))

Safeguarding Public task (Article 6(1)(e)), Substantial
public interest (Article 9(2)(g))

Fraud prevention Legitimate interests (Article 6(1)(f)),
Legal obligation (Article 6(1)(c)),
Substantial public interest (Article

9(2)(g))
Responding to a life-threatening Vital interests (Article 6(1)(d)),
emergency Protecting individuals’ vital interests
(Article 9(2)(g))

How we use your data for research, feedback and
statistics

This section covers how we use your data to carry out our research, feedback
and statistical work.

National Citizens Advice covers their use of data for this purpose in their privacy
notice.


https://www.citizensadvice.org.uk/wales/about-us/information/citizens-advice-privacy-policy/
https://www.citizensadvice.org.uk/wales/about-us/information/citizens-advice-privacy-policy/
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How we collect your information

We collect your information through feedback forms to understand your
experience and improve our services.

e Personal Information: We may ask for your name, contact details, and
other identifiers.

e Feedback: We ask for your thoughts on our services, ratings, and
suggestions for improvement.

Your feedback helps us ensure a better service. You can choose to participate or
opt-out at any time.

What information we collect
We collect the following types of information:

e Personal Information: Name, contact details (email, phone number), and
other identifiers.

e Feedback: Your responses, ratings, comments, and suggestions regarding
our services

This information helps us improve our services and tailor our offerings to better
meet your needs.

What we use your information for
We use your information for the following purposes:

e Improving services: To enhance the quality of our services based on your
feedback.

e Customer satisfaction: To understand and address your needs and
preferences.

e Communication: To keep you informed about updates, changes, or new
offerings.

e Analysis and reporting: To evaluate trends and make informed decisions
for service improvement.

Your information helps us better serve you and improve your experience with
us.
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Who we share your information with

We may share your information with internal teams: relevant teams within our
organisation that need access to your feedback to improve our services.

Your information is only shared when necessary, and we ensure that it is
protected and handled securely.

Our lawful basis for using your information
Our lawful basis for using your information for research, feedback and statistics
depends on the nature of the processing, as summarised in this list Lawful basis

How we use your data for fundraising and
donations

This section covers how we use your data to carry out our fundraising activities.

National Citizens Advice covers their use of data for fundraising in their privacy
notice.

We collect anonymised personal data for publicity and donor engagement
purposes.

What we use your information for

e Publicity materials, press releases, and marketing.
e Communicating with donors.
e Tracking donations and donor engagement.

Who we share your information with

e Funders, local press, and the national Citizens Advice charity where
applicable.

Our lawful basis for using your information

e |egitimate interests (Article 6(1)(f))
e Consent for electronic marketing (Article 6(1)(a))


https://docs.google.com/document/d/1Ann6hYgeo0Wa9ai68EDjVNEC5cB8b-PXeaU4R06hdu8/edit?tab=t.0#heading=h.8vlu2tfnnd6g
https://www.citizensadvice.org.uk/wales/about-us/information/citizens-advice-privacy-policy/
https://www.citizensadvice.org.uk/wales/about-us/information/citizens-advice-privacy-policy/
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How we use your data when
applying to work or volunteer

How we collect your information

We collect your personal data as part of the application process for staff
and volunteer roles. This data is collected through online application
forms, emails, interviews, and references provided by previous employers
or relevant contacts.

What information we collect

e Name, contact details, and employment history.

e Qualifications and relevant experience.

e References from previous employers or relevant individuals.

e Criminal record checks (if applicable to the role, e.g., for safeguarding
purposes).

What we use your information for

e Processing applications and making recruitment decisions.

e Conducting necessary background checks, including DBS checks (if
applicable).

e Contacting references to verify previous experience and suitability.

e Managing records of applications and employment history for internal
administration.

Who we share your information with

e Disclosure and Barring Service (DBS) where a criminal record check is
required.

e Previous employers or reference contacts provided by the applicant.

e Internal teams responsible for recruitment and HR processes.
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Our lawful basis for using your information

e Article 6(1)(b) - Contract: Processing is necessary to take steps before
entering into a contract (employment or volunteer agreement).

e Article 6(1)(f) - Legitimate interests: Ensuring the suitability of
candidates and maintaining high-quality service provision.

e Article 9(2)(b) - Employment, social security, and social protection
law: If applicable to DBS or other necessary checks.

How we use your data when using our website

What information we collect

We collect information such as your IP address, browser type, operating system,
pages visited, and any data you provide through forms on our website (e.g.,
contact details or inquiry information). To find out what information, see our
national Citizens Advice privacy policy

How we collect your information

We collect information through cookies, forms you submit, and by tracking your
interactions with our website using analytics tools. To find out what information,
see our national Citizens Advice privacy policy

What we use your information for

We use your information to improve user experience, respond to enquiries,
provide services, and for internal analysis to enhance website performance. To
find out what information, see our national Citizens Advice privacy policy

Who we share your information with

We may share your information with trusted third parties, such as service
providers or partners, who assist with website functionality, security, or
analytics. We ensure these third parties comply with data protection laws. To
find out what information, see our national Citizens Advice privacy policy

Our lawful basis for using your information
We rely on our legitimate interest to process data for website improvement and
marketing purposes. To find out what information, see our national Citizens

Advice privacy policy
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How we use cookies on our website

We use cookies to enhance your browsing experience, analyse website traffic,
and personalise content. You can manage cookie settings through your browser
preferences, and more details are available in our cookie policy. To find out what

information, see our national Citizens Advice privacy policy

How long we keep your data for

National Citizens Advice is responsible for managing any data in joint client case

records. For more information please see their privacy notice.

Data Purpose Retention
Advice case records General advice 6 years
Cases with historical 16 years
significance
Cases with an increased 16 years

risk of a legal claim

Cases that form part of
an active inquiry

16 years or until the
closure of the inquiry
whichever is longest

Advice webchats Chats with an adviser 13 months
online
Call recordings Adviceline calls 6 months
Complaints General complaints 6 years
Complaints involving a 16 years
financial claim or court
action involving insurers
Donations General donation records | 7 years from end of

financial year

Legacies, Wills, Bequests

7 years from closure of
estate
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Purpose Retention

Information requests | Information requests 6 years
under Data Protection or
Freedom of Information

Law
Safeguarding Any concerns relatingto | 16 years
concerns the safeguarding of

children or vulnerable

adults

Third party processors

Third party processors are other organisations that carry out data processing on
our behalf. Third party processors don't use data for their own purposes and we
have agreements in line with data protection law.

Processor name Activities Data hosting location
IBEX Website Kendal

Lakes Solutions Computer Kendal

Daisy Telephone Liverpool
Communications

Your data protection rights

You have rights in relation to your personal data that we hold. Your rights
include being able to request:

e Access to copies of your data

e Corrections are made to inaccurate data
e Deletion of your personal data

e Object to how we use your personal data

These rights are not absolute and may not apply in every circumstance. For
more information about your rights you can visit the |ICO website.


https://ico.org.uk/global/privacy-notice/your-data-protection-rights/
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To make a data protection rights request you can do so by

emailing manager@southlakesca.org.uk

Raising a concern about how we use your information
If you are concerned about how we have handled your personal information
please contact us at manager@southlakesca.org.uk

You can also contact the national charity if you are unhappy with how we have
used your personal data or wish to raise a concern about how a local office has
handled your personal data. To do so you can email us at

DPO@citizensadvice.org.uk

Contacting the Information Commissioner's Office (ICO)

You can also raise your concern with the Information Commissioner's Office
which regulates data protection law in the UK. if you are unhappy with how we
have used your personal information. They will normally expect you to have
made a complaint to us directly in the first instance.

e Visit the ICO website.

e Address: Information Commissioner’s Office, Wycliffe House, Water Lane,
Wilmslow, Cheshire SK9 5AF

e Helpline number: 0303 123 1113


mailto:manager@southlakesca.org.uk
mailto:manager@southlakesca.org.uk
mailto:DPO@citizensadvice.org.uk
https://ico.org.uk/make-a-complaint/data-protection-complaints/

